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Data Protection Impact Assessment (DIPA)

1. Identify the need for a DPIA
This DPIA is being conducted because the installation of a CCTV system for monitoring public/ member access areas is considered a high-risk processing activity under UK data protection law. It is a legal requirement to complete a DPIA for such processing.

2. Describe the processing
Nature of the processing:

· The CCTV system will capture continuous video footage of the club's main entrance, clubhouse interior (entrance only), and external storage areas.
· Cameras will not record audio.
· Footage will be recorded digitally and stored on a cloud-based system for 30 days unless an incident requires longer retention.
· The system will be accessible only by pre-defined members of the club committee. The chair, the safeguarding officers and the secretary.

Scope of the processing:

· Data collected: Video footage, including personal data such as individuals' images. Special category data (e.g., race, health) may also be incidentally captured.
· Data subjects: Club members, visitors, general public and contractors.
· Scale and frequency: Continuous recording on a 24/7 basis.
· Location: Specific indoor and outdoor areas of the St Agnes Surf Club premises.

Context of the processing:

· St Agnes Surf Club is a community Surf Life Saving Club with a range of users, including families and children, meaning some vulnerable individuals may be recorded.
· The club's premises contain valuable equipment and may be susceptible to vandalism or theft.
· The use of CCTV is not unexpected in such a setting, but privacy concerns must be proactively managed.

Purposes of the processing:

· To prevent and deter crime, including vandalism and theft of club property and equipment.
· To ensure the safety and security of club members, staff, and visitors.
· To investigate and respond to security incidents.


3. Consultation
The Club Committee will consult with the following stakeholders:
· Club members: Information about the CCTV plan will be shared via email and notices on the club website. Feedback and concerns will be collected via  secretary@stagnessurflifesavingclub.co.uk email address.
· Contractors and visitors: Signs will inform them of the CCTV's presence.
· The ICO: Should any high risks be identified that cannot be mitigated, the ICO will be consulted.

4. Necessity and proportionality
Problem to be addressed: 

· The Club seeks to address the security of the building, equipment and contents as well as provide increased safety and security for its members.
· Is CCTV the best solution? CCTV is considered a proportionate and effective solution for this environment, providing a visual deterrent and signage to say CCTV is in place.
· Lawful basis: The Club will rely on "legitimate interests" for processing the personal data. The interests in preventing crime and ensuring safety outweigh the limited intrusion on privacy, especially with the mitigations identified in this DPIA.

5. Identify and assess risks
	Risk
	Potential Impact
	Likelihood
	Risk Level

	Unauthorized access to footage
	Footage, including private moments, could be misused, leaked, or stolen, leading to reputational damage, personal distress, or harm to individuals.
	Low
	Medium

	Mission creep
	The footage is used for a purpose other than security, such as monitoring staff performance or for entertainment, eroding trust.
	Low
	Medium

	Privacy intrusion in inappropriate areas
	Cameras are positioned incorrectly, recording private or sensitive areas where individuals have a high expectation of privacy (e.g., toilets, changing rooms).
	Very Low
	Low

	Inability to respond to Subject Access Requests (SARs)
	Not being able to quickly locate and redact footage requested by an individual could result in non-compliance with data protection law and potential fines.
	Medium
	High

	Excessive retention of footage
	Keeping footage for longer than necessary, increasing the risk of unauthorized access or misuse.
	Low
	Medium





6. Mitigate the risks
	Risk
	Mitigating Action

	Unauthorized access
	Access will be password-protected and limited to a small, pre-approved list of committee members who are DBS checked. The footage is stored on a purpose made cloud based system from the camera manufacturer and is only accessible by password will be located in a secure, locked room.

	Mission creep
	The Club's CCTV Policy will explicitly state the legitimate purpose for the CCTV and forbid its use for other purposes. The committee will be trained on the policy.

	Privacy intrusion
	Cameras will be carefully positioned to minimize the capture of public streets and avoid private areas. The camera's field of vision will be reviewed periodically.

	Inability to respond to SARs
	The CCTV system selected must have effective search and redaction capabilities. A clear process for handling SARs, including a one-month deadline and third-party redaction, will be established and documented in the policy.

	Excessive retention
	The system automatically deletes footage after 30 days. The retention period is justified based on the time it takes for incidents to be reported.



7. Sign-off and record outcomes
· DPIA approved by: Club safeguarding officer and club secretary.
· Date of approval: 30th May 2026
· Review date: This DPIA will be reviewed whenever a significant change to the CCTV system or its purpose is proposed.
By completing and implementing the measures in this DPIA, the St Agnes Surf Life Saving Club will ensure that its CCTV system is necessary, proportionate, and fully compliant with data protection laws, balancing security needs with the privacy rights of all individuals.
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